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Cunadyc HaBYAJIbHOI THCHMILTIHI

«CACTEMHU TA TEXHOJIOI'II
BUSIBJIEHHS YPA3JIUBOCTEM
THOOPMAIIMHUX CUCTEM»
CreniaapHicTs: 121 Inaxenepisi nporpaMHoOro

3a0e3ne4YeHHst
I'any3b 3Hanb: 12 Indopmaniiini TexHosaorii

PiBenn BHINOI ocBiTH

HoxTop pinocodii

Craryc pucuunIing

HapuanpHa aucuuiuiina BUOIPKOBOTO KOMIIOHEHTA (PaxoBOro Mepertiky

Kypc

2 (npyruii)

Cemectp

4 (ueTBepTHIA)

O0car TUCHHUILTIHHA,
kpeautu EKTC/3aranbHa
KiJIBKICTh FTOTHH

5 kpenutis/150 roaun

MoBa BUKJIaJAHHSA

VYkpaiHcpka

IIlo Oyne BUBUaTucs
(mpeaMeT HABYAHHS)

Jlana HaByanbHA JUCIMIUIIHA € TEOPETUYHOIO Ta MPAKTUYHOIO OCHOBOIO
CYKYIHOCTI 3HaHb Ta BMiHb, 10 (GOpPMYIOTh mpodins ¢axiBug B ramysi
Oe3reku iHhopMaIiiHUX TEXHOJIOTIH.

Micue naHoi TUCHUILTIHA € TEOPETUYHOI OCHOBOIO CYKYITHOCTI 3HaHb Ta
BMiHb, 1110 GOpMYIOTH NPodiib (PaxiBis B 0061acTi KibepOe3neKu.

CyuacHi CHCTEMHU BUSBICHHS YpPa3JIMBOCTEH Ta iX BHUKOPHCTaHHS B
iH(hopMaLiiHUX cucTeMax. [CHyI0Ul TeXHOIOTIT BUSBIIEHHS YPa3IMBOCTEH B
iHbOpMaLiiHUX CHCTEM.

Yomy ne nikaBo/nmorpiono
BHBYATH (MeTa)

BrBUYeHHS HaBUAIBHOI AUCIUILTIHU € (POPMYBaHHS CHCTEMH TEOPETHYHUX
3HaHb Ta MPAKTUYHHMX YMiHb MPO Cy4yacHI HAayKOBl1 KOHIEMIii, MOHATTS,
MPUHIMIIKA 1 METOJWKH aHaji3y Ta ONpAIlOBaHHS KOHCOJIJOBAHUX
iHbopMalifHUX pecypcCiB Ta iHKeHepii 3HaHb, 110 € IPAKTUYHOI0 OCHOBOIO
11 (paxiBlg B rayysi KibepOe3neku.

YoMy MOKHA HABYUTHUCS
(pe3yJIbTaTH HABYAHHS)

[TPH4. 3naTHiCTh Ta YMIHHS BUKOPHUCTOBYBATH MaTeMaTHYHHMM amapar
(Teopii HEUITKUX MHOKMH, MaTEMaTUYHOI CTaTUCTUKH, TEOP1i IMOBIPHOCTI
TOLIO) JUIi OCBOEHHA TEOPETHUYHHUX OCHOB, MOJENIOBAHHS [aHUX,
IIPAKTUYHOTO BUKOPUCTaHHS (OOpOOKH eKCHEepHMEHTAJbHUX MJaHUX),
PO3POOKH HOBUX Ta YJJOCKOHAJIEHHS ICHYIOUMX METO/1iB, 3aC001B Ta CUCTEM
y chepi iHPopMarliitHOi Ta KibepOe3neKH.

[TPHS. 3aaTHicTh TPOBOIUTH TOCIIKEHHS, PO3BUTOK Ta YAOCKOHAICHHS
CydacHUX MOJIEJIeH, METOIB, 3aCO0IB Ta CUCTEM aHaIi3y 1 OIIHIOBAHHS
PH3HKIB iHpOpMaLliitHOi Ta/abo KibepOe3neKkH Mpy Mody10Bi KOMITIEKCHUX
CUCTeM 3axHcTy iH(popMalii, CHUCTeM YIpaBIiHHA 1HPOpPMaIiHOIO
0e3MeKor0, ayTuT cTaHy KibepOe3neKkH.

[TPH6. 3naTHicTh MPOBOIUTH JOCIIHKEHHSI, PO3BUTOK Ta YIOCKOHAJICHHS
Cy4acHHMX MOjeNeil, MeTo/iB, 3aco0iB Ta CHCTEM aHaji3y 1 OI[iHIOBaHHS
HEraTUBHUX HACHIAKIB (IIKOAM) JepXaBi, CYCHUIbCTBY, NMPUBATHIN 4u
IOpUINYHI 0c001 y pa3i BUTOKY JAep’KaBHHUX iH(pOpMaliiHUX pecypcis,
iH(popMarlii 3 00MeXEHUM JOCTYIIOM.

[TPH7. 3naTHiCTh MPOBOIUTH JOCIIPKEHHS, PO3BUTOK Ta YAOCKOHATIECHHS
CydyaCHHUX HEHpPOMEpEeX)eBUX MOJeNIeld, METOMdIB, 3ac00iB Ta CHCTEM
BUSIBJIGHHS HOBUX 3arpo3, MepexkeBHX KiOeparak, IIKIJIMBOTO
IIPOrpaMHOro 3a0e3MeueHHs], aHaji3y 1 OI[IHIOBaHHS MapaMeTpiB CTaHy

3a0e3MeyeHHs] aKTMBHOIO 3axHCTy Ta KibepOesneku iH(popMamiiHuX




(aBTOMATH30BaHUX ), 1H(popMaIIHHO-TeTEKOMYHIKAIlIMHIX CHUCTEM
00’€KTiB KPUTUYHOI iHPPACTPYKTYpH.

[TPH8. 31aTHiCTh MPOBOIUTH JOCIIHKEHHS, PO3BUTOK Ta YAOCKOHAJICHHS
Cy4aCHHMX MOJIEJICH, METO/IIB, 3aCO0IB Ta CHCTEM BUSBIICHHS BTOPTHECHB,
BH3HAYATH iX 0a30B1 XapaKTEPUCTUKH, a TAKOXK OOTPYHTOBAHO OOMpaTH Ta
3aCTOCOBYBATHU B MPAKTUUHIN poOOTi mpu nmoOy10Bi crucTeM KibepOe3neKku.
ITPHY. 3aaTHIiCTh TPOIEMOHCTPYBATH 3HAHHS Ta PO3YMIHHS 3aCTOCYBaHHS
METOJIiB, MoJieNield Ta 3aco0iB imeHTH]IKaIli aHOMATbHUX CTaHIB s
noOyI0BU CUCTEM BHSIBJICHHS BTOPTHEHb 3aCHOBAHUX Ha TEOPIl HEUITKUX
MHO>KHUH.

[TPH10. Bmitu anamizyBaTH, OOIpyHTOBYBaTH BHOIp Ta 3aCTOCOBYBAaTH
MeTo I (hyHITaMEHTaJIbHOT Ta MPUKIAIHOT MATEeMaTHKH 32115l PO3B’I3aHHS
3ajay aHaji3y, NPOEKTYBaHHSA 1 PO3POOKH EJIEMEHTIB IHTEIEKTYaJbHUX
cucreM KibepOe3neku.

[MPHI11. 3parHicTe  NOPOBOAWTH  JOCHIKCHHS,  pPO3BUTOK  Ta
YIOCKOHANICHHSI Cy4yaCHHX MOJeNiel, METOJiB, 3aco0iB Ta CHCTEM
KiOepOe3neKkr B yMOBax HEMOBHOI BU3HAYEHOCTI.

Sk MOKHA
KOPHCTYBATHCS HA0yTUMH
3HAHHAMMH i BMiHHSIMH
(KOMIIETEHTHOCTI)

®K3. 3parnicth Ta yMIHHS TPOBOAMTH IOCHIKEHHS TEOPETHYHHX,
HAyKOBO-TEXHIYHUX 1 TEXHOJOTIYHMX MpoOlieM, TOB’S3aHUX 13
OpraHi3aIi€r, CTBOPCHHSIM METOMIB Ta 3ac00IB 3a0€3MEUCHHS 3aXUCTY
iHdopmartii Ta/abo kibepoe3neku mpu ii 30epiranHi, oOpoOIIi i nepenayi 3
BUKOPUCTAHHIM Cy4acHHX MAaTeMaTHYHHX METOJIB, iH(pOpMamiiHuX
TEXHOJIOT1H Ta TEXHIYHUX 3aCO01B.

®K4. 3parHicth Ta YMIHHS T[POBOIUTH JOCITIHKEHHS TPOOIEMH
3abe3nedeHHs iHdopMarlliitHoi Oe3eK HallloHAIBHHUX 1HTEpECiB YKpaiHu,
BUBYATH 1 OOIpyHTOBYBaTH (OpPMHU Ta METOAM 3aXHCTy JIOAWHH,
CyCmiIbCTBAa W JEp)KaBU BiJl 30BHINIHIX 1 BHYTPIIIHIX 3arpo3 B
iHpopMariitHiii cdepi, a TaKOK NUIIXM TMiIBUIICHHS e(QEeKTUBHOCTI
¢dbyHKIIOHYBaHHS 1H(QOPMALIIHHUX CUCTEM JIEPKaBH B Cy4aCHUX YMOBax.

@®KS. VYMiHHS 3acTOCOBYBAaTM Ta pO3pOOJISATH CydacHl TEXHOJIOrII,
CHCTEMHM, TEXHIYHI 3acO0H, METOAM Ta MO, 0a3d MJaHMX Ta IHII
€JIEKTPOHHI pEecypcH, CIHeliai3oBaHe MporpaMHe 3a0e3MEeYeHHs Yy
HaYKOBI, OCBITHIH Ta npogeciiHiil AisIbHOCTI;

@®K7. 3patHicTh Ta YMIHHS MPOBOAWUTH JOCIIIKEHHS MpobiIemMu
3a0e3neyeHHsl (PYHKI[IOHYBaHHS 1H(OpPMAalIHHUX CHCTEM 1 TEXHOJIOTIH,
iHIIMX Oi3Hec-onepaliifHux mpoueciB, iH(opMaliliHI pecypcu pi3HHX
KjaciB Ha 00’exktax 1H@QOpMamiiHOT [JISUIBHOCTI Ta KPUTHUYHOI
1HQPaCTPYKTypH, CUCTEMH YIPABJIIHHS, HA OCHOBI TEXHOJIOTiI, METO/IIB,
Mozenel Ta 3aco0iB y chepi iHpopMaliiiHoi Oe3rnexu Ta/ado kidbepoe3neku
(mpono3u1lisi Ha OCHOBI cTaHaapTy marictpa 125 «KibepOesnekay).

HapuajabHa Jorictuka

3MicT IMCIUATILITIHT:

HamionansHa 6a3a nanux ypasnuBocrteit (National Vulnerability Database)
bank manux 3arpo3 Oe3meku iH(popmarnii. baza maHux ypasznuBocTel Bify
BinkpuTux pkepen (Open Sourced Vulnerability Database). CydacHi 6a3y|
JTAHUX aTak Ta iX BUKOPUCTAHHS B CUCTEMaX BUSIBJIEHHs BTOpPrHeHb. basa
nanux ypasnuocreir IBM X-Force.
OcHOBHI BitoMocTi po 6a3y manmx ypasznuBocteit IBM X-Force. Ipuxian omucy)
ypazmuBocti Microsoft Excel Remote Code Execution. baza nanux 3amucis
ypazmuBocteli US-CERT. OcHoBHI BioMocTi mpo 0a3y JHaHHX 3almuciB
ypaznuBocteli US-CERT. Inmentugikatop «VU #». OCHOBHI IyHKTH OIIHCY
ypasnmuBocti B VND. Ilpuknan onucy ypasnuBocreil. BinbHi aani oninok CVSS.
baza manux ypasnumBocteil SecurityFocus. basu mra6moniB arak KDD-99 ta
CAPEC.

Buau 3aHsITh: JEKIIii, MpaKTHYHI

MeToau HABYAHHSI: HABUATIbHA TUCKYCIisl, OHJIANH

dopmMu HABYAHHSI: OYHA, 3a09HA, TUCTAHIIIITHA




IIpepexBizutu

TeopernyHoro 0a3010 BHBYCHHS AUCIUILUTIHM € TIONEpeAH] HaBYaIbHI
mucuurutiad:  «I[IpaBoBe, ekoHoMiyHe Ta iH(OpMaliiiHe 3a0e3nedyeHHs
HayKOBHUX JOCIIDKEHBY», «MeTom0J0Tisi HAyKOBUX MOCIIIKEHb Yy cdepi
kiOepOesneku», «HaykoBi po3poOku Ta jmochimkeHHs y  cdepi
iHopmarliiiHoi Oe3reku Ta Kibepoe3neku

(y T.4. HaykoBoi mkonu «Kibepoesnekn» HAY)», «TeopeTnko-MHOKHUHHE,
MOJICJIFOBaHHS JaHUX JUIsl BHPIMICHHS 3a/1a4d  KiOepOe3neKnu/3aXucTy
indopmarii», «AHIITIHCEKa MOBAa HAYKOBOTO CIPSIMYBAHHS.

MopekBizuTn

Pe3ynbTati HaBYaHHS JAHOTO KypCy MOXYTh OyTH BHKOPMCTaHI MiJ 4yac
HAMMCaHHS KaHIUIATChKOT TucepTalii.

Indopmaniiine
3a0e3ne4YeHHsA

3 (poHIY TA peno3uTapiro
HTB HAY

HayajbHa Ta HayKoBa JiTeparypa:

1. TomoBanp C.M. 3aranbHe NiTOBOACTBO Ta BEACHHS JTOKYMEHTIB, IO MICTSTh
KoHbineHNiHy iHMopMmamito 3 Tpudom "nsg cmyxOOBOro KOpUCTyBaHHS'.
HaBuanpHo-MeToanuHuii nmociounuk. — K.: HAY, 2003. — 92c.

2. llleBuyk B.O., Kopuenko O.I'., 'onoans M.C., [lyme6a B.B., [1anupa
€.B. aBiamiiina 6e3neka. 30epiranas Ta 00poOka 1oxkyMeHTiB. HaBuansHmMiA
mocionuk. — K.: HAY, 2004, — 92 c.

3. Bopoxko B.IL., Kopuenko A.I'. 3axuct iHpopmauii 3 0oOMexKEHUM
noctynoM. 30ipHUK HOpMaTUBHUX NOKyMeHTIB. - K.: Bum-Bo KMVIA,
1999, -283c.

4. nanauenko B.M., Bopoxko B.I1., [llamcytninoB O.B. CtanoBneHHs T4
[PO3BUTOK KPUMiHAIEHO-TTPABOBOI OXOPOHU JIEPKABHOT TAEMHHLII B Y KpaiHi.
— K.: BunaBuunrso HA Cb Ykpainu, 2006. — 55c.

5. Kopuenko A.I'. AHII0-yKpanHCKO-PYCCKUM CII0OBaph € TOJIKOBAHUSAMM 10|
0e3omacHOCTH HMH(pOpPMAIMK B KOMIBIOTEPHBIX cHcTeMax. - Kues:
W3narensctBo KMVYT'A. — 658c.

6. Kopuenko O.I'. Cuctemu 3axucty iHpopmartii: MmoHorpadis. — K.: HAY,
2004. — 264c.

7. Hanuk FO.I'. OcHoBH KibepOe3mneku Ta Kibepoboponu: miapyunuk / FO.I.
Jlanuk, [1.I1. Bopobienko, B.M. Uepnera. — [Bunganus apyre, nepepob. Ta
nor.]. — Onmeca.: OHA3 im. O.C. ITomosa, 2019. — 320 c.

8. M.M. Bpainoscekuii, C.B. 3ubin, 1.B. ITuckyn, B.O. Xopomko, 10.€.
XoxmayoBa. TexHomorii 3axucty iHdopmanii: miapyunuk. — K.: LI
«Kommpunt», 2021. — 296 ctp.

9. C.B. 3ubin, B.B. KyzaBkos, [.B. Iluckyn, B.O. Xopomxko, FO.€.
XoxnadoBa. CranjapTusaiisi Ta HpaBoBe 3ale3mneueHHs 1H(OpMaliiHOj
0e3nexu: HaByaabHU nocioHuk. — K.: L{IT «Komnpunt», 2020. — 140 c.

10. ¥O.B. bananrok, B.B. Ko3noscekwii, B.O. Xopomko, 10.€. Xoxiagosa.
[HopMaIiiiHO-TICUXOJIOT1UHI BIUIMBH Y KiOepHpocTopi: HaBYaIbHUH
nocionuk. — K.: HIT «Komopunat», 2020. — 109 c.

Jlokanis Ta MaTepianbHo-
TexXHIYHe 320e3meYeHHs

AynuTOpist TEOPETUYHOI'O HAaBYAHHS,
IIPOEKTOP

CemecTpoBHii KOHTPOJIb,
eK3aMeHaliliHa MeTOANKA

3aik, TeCTyBaHHS

Kadenpa

besneku iHpopManiifHUX TEXHOIOTIH

dDakyJbTeT

KibGepbe3neku, KoMIT FOTEPHOI Ta MPOTPaMHOI 1HXKeHepii




Buxaanau(i)

Xoxgavosa FOuis €BreniiBHa

IMocana: noueHt

Buene 3Banusi: 1OIEHT

HaykoBuii cTyninb: K.T.H.

Ipodaiin Bukaagaua: http://bit.nau.edu.ua/sklad/163
Teu.: +38044 4067642

E-mail: yuliia.khokhlachova@npp.nau.edu.ua

Po6oue micne: 11.424

OpurisajbHicTh ABTOpPCHKUH KypC, BUKJIaJJaHHS YKPATHChKOK MOBOIO
HABYaJIbHOI I CUMILIiHH

JIiHK Ha TMCHHUILTIHY




